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Cisco Umbrella

MHOOPMALIMOHHbIN
BIOJIIETEHD

ObnauHas nnatgpopma obecneueHns
6Ee30MaCHOCTU 1 aHaNMUTUKKM Yrpo3

Cisco Umbrella - aTo 06nauHaa nnatopma obecneyeHnss 6e€30MacHOCTM, KOTOPas CY>XUT NEePBOM NMHUEN 06OPOHbI
OT MHTEPHET-YrPO3 HE3ABMCMMO OT MECTOHaxXOXAeHWa nonb3oBaTenei. Hala rmobanbHasa MHPPaACTPYKTypa exXeqHeBHO
obpabaTtbiBaeT 6onee 100 MNpa MHTEPHET-3aNPOCOB, aHaNM3MpPys KOTOPbIE, Halla NoacucTeMa 6e30MacHOCTM 3apaHee

onpeaenseT UCTOUHMK BYaYLLMX aTaK.

Cisco Umbrella

[MpMMeHeHne nonuTuK 6e3onacHocTn
MoLlHasa 1 athdeKkTBHas 3almTa,
paz3BepTbiBaeMas 3a CUMTaHHbBIE MUHYTHI

MepBas nuHUSA 060pPOHDbI OT Yrpo3

BnokunpoBaHue BpegoHocHoro MO, MULLIMHIOBBLIX aTak

M 06pPaTHBLIX BEI30BOB KOMaHOHbLIX CEPBEPOB Uepes Ntodon
nopT MAM MPOTOKON [0 TOro, Kak ataka CMOXET NpopBaThb
060POHY BaLLIEN CUCTEMDI.

Bceo6bemniowmin MOHUTOPUHT U 3aluTa
MOHUTOPUHT, HEOOXOAMMbBIA ANS 3aLLUMLLEHHOrO 4OCTYyNa
K MIHTepHeTy BCEX CeTeBbIX YCTPOUCTB, OPMCOB

M NMONb30BaTENEN B POYMUHTE.

UHTerpaums ons ycuneHus UMeroLmMxcsi CpeacTB 3allUTbl
MHTerpaumsa ¢ CyLwecTBYOLWMMM CpeacTBaMm

N MHAPOPMALMOHHBIMW KaHanaMu ans paclUMpeHms 3almTsl
N OONOMHEHNA OaHHbIX On4a pearnpoBaHnA Ha MHUMOEHTDHI.

(API-wHTEpdeiC)

208.67.222.222

Hawmn 6ecnnaTHble NpoayKThl
OpenDNS PremiumDNS noBbilUaeT HageXXHOCTb, ycKopsaeT

NOAKMOUEHNE N YCUNNMBAET KOHTPOSMb KOPNOPATUBHbBIX CETEN.

OpenGraphiti - nnatopma 3D-BM3yanmsaumm C OTKPbITEIM
MCXOJHBIM KOAOM, KOTOpas NoMoraeT CneumanncTam

no 06paboTKe M aHanu3y AaHHbIX BU3Yanmn3npoBaThb
CeMaHTUUeCcKMe ceT 1 paboTaTb C HUMM.

OpenDNS Home nosBongeT 0obaBmTb CpeacTaa
POAMTENBCKOrO KOHTPOMS Ha N0H60E NOAKMOUEHHOE K CETH
MMYHOE YCTPOWCTBO.

CocTosHue 1 oueHka

KaTteropus YnocToBepeHue
; CoBMeCTHOE NPUCYTCTBUE
BpepoHocHoe M0 BHyTpeHHui AHaNUTHKKA
IP-appec Mo MHAOPMaLIMOHHON OTHOwWeHKs
QO6paTHble BbI30BbI Mms xocTa 6e30M1acHOCTH N
. n neHnWe UCTOUHHK

KOMaH[HbIX CEPBEPOB Cisco Umbrella PEAENEHNE UCTOHHMKE
DOUwMHr MNonbzoeatens AD LLa6noHsbl

1 reorpacuueckue
MNonb3oBaTtensckasn Mmsa xocTa pacronoXeH!s

Cisco Umbrella Investigate

AHannTtnka
AHanMT1Ka yrpo3 08 goMeHHbIX IP-anpecos,
Xel-CyMM hairoB M ceTer No Bcemy MHTepHeTy

I'pachuueckoe npepcrasneHue rnob6anbHOro
UHTepHeT-TpaduKa B pearlbHOM BPEeMEeHU

U B peTpocneKTuBe

Hanbonee nonHasa kapTHa OTHOLLEHWIA K Pa3BUTUA
MHTEepHeT-goMeHoB, IP-agpecos, ceten 1 BpegoHocHoro [10.

MpoHukHoBeHUE B MH(DPACTPYKTYPY 3NOYMbILIEHHUKOB
Mcnonb3oBaHme AMHaMUUECKOM NMOMCKOBOM CUCTEMBI U
API-nHTepderica ¢ apxutekTyport REST gns MHTennekTyanbHoro
aHanmaa pPasHOobPAa3HBIX HAOOPOB AaHHBIX 1 CTATUCTUUECKMX MOLENEN.

[AononHeHue nHcopmaLumu U3 CUCTEMbI YripaBiEHUSA
CcO6bITMSAMU U AaHHbIMK 6e3onacHocTy (SIEM)

U ycKopeHue pabouux npoueccos

Mcnonb3oBaHme Hallero rmodanbHOro KOHTEKCTa U NMPOTrHO3HOM
AHaNUTUKK ONS NPUOPUTUIALUMW pearnpoBaHnsa Ha MHUMOEHTH
M OnepexeHus aTak.

Domain, IP, ASN, Email, File

= | SIEMu T .

[pyrne nnaTHble NPOAYKTHI

Umbrella Prosumer* 3almilaet nnuHbLIe yCTPONCTBA BHYTPH
M BHE CETM C NOMOLLbIO Halwmx areHToB ana Windows mnmn Mac
(*gocTynHO Tonbko And 1-5 nonb3osaTenen).
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