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sThrestGRID

. Malwexe Trvear INntelliQomce Piatfonrm

Analysis Report

ID 04b5d936bcf856613e2c249daa76041e
(0153 2600.xpsp.080413-2111

Started 11/14/15 04:45:57

Ended 11/14/15 04:54:36

Duration 0:08:39

Sandbox phl-work-10 (pilot-d)

Filename d579a3d9f90b528bd83979872abee93b-sample.zip
Magic Type Zip archive data, at least v2.0 to extract
Analyzed As zip

SHA256 aa202£f8b96cab5998ae55539¢c973a0314£f77619adc042dcb262649763ce0942c3
SHA1 261aa58346524d4320defed4cl05452c45e365bfl

MD5 7b8794fe6b48b858982017562e6511b2

Warnings

© Executable Failed Integrity Check

Behavioral Indicators

© Process Created a File in a Fake Recycle Bin folder Severity: 100  Confidence: 100
© TeslaCrypt Ransomware Detected Severity: 100 Confidence: 100
(+] Severity: 75 Confidence: 100
(+) Severity: 75 Confidence: 100
(+) Severity: 60 Confidence: 100
© Outbound HTTP GET Request Severity: 75  Confidence: 75
© Process Modified File in a User Directory Severity: 70  Confidence: 80
© Process Modified Autorun Registry Key Value Severity: 80  Confidence: 60
© Command Exe File Execution Detected Severity: 50 Confidence: 80
© Process Created a File in the Windows Start Menu Folder Severity: 80  Confidence: 50
© Artifact Flagged by Antivirus Severity: 50 Confidence: 50
Q@ Potential Code Injection Detected Severity: 50  Confidence: 50
© DNS Query Returned Non-Existent Domain Severity: 25 Confidence: 75
© Check for Public IP Address Detected Severity: 20  Confidence: 50

© DNS Response Contains Low Time to Live (TTL) Value Severity: 35  Confidence: 20




© Outbound Communications to Nginx Web Server

Severity: 25 Confidence: 25

© Executable Imported the IsDebuggerPresent Symbol

Severity: 20 Confidence: 20

HTTP Traffic

© GET http://ipinfo.io:80/ip
Server IP: 52.22.118.87

Server Port: 80

Resp. Content: text/plain; charset=us-ascii

Timestamp: +86.575s

Stream: 3

Transaction: O

DNS Traffic

© Query Type: A, Query Data:

TTL: 172800
Timestamp: +86.322s

ipinfo.io

Stream: 2

Query: 17915

© Query Type: A, Query Data:

TTL: -
Timestamp: +130.832s

24u4jf7s4regu6hn.sm4i8smr3f43.com

Stream: 2

Query: 39418

© Query Type: A, Query Data:

TTL: -
Timestamp: +86.665s

24u4jf7s4regubhn.fenaow48fn42.com

Stream: 2

Query: 39708

© Query Type: A, Query Data:

TTL: -
Timestamp: +86.834s

24u4jf7s4regubhn.sm4i8smr3f43.com

Stream: 2

Query: 43168

© Query Type: A, Query Data:

TTL: 86400
Timestamp: +87.19s

24u4jf7s4regu6hn.tor2web.org

Stream: 2

Query: 44542

© Query Type: A, Query Data:

TTL: -
Timestamp: +87.059s

24u4jf7s4regub6hn.tor2web.blutmagie.de

Stream: 2

Query: 51001

TCP/IP Streams

© Network Stream: 0

Src.IP 172.16.1.1

Src. Port

Dest. IP 172.16.213.35
Dest. Port

Transport ICMP
Artifacts 0

Packets 2

Bytes 96
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Timestamp +57.172s

© Network Stream: 1

Src. IP 172.16.213.35
Src. Port

Dest. IP 224.0.0.22
Dest. Port
Transport IGMP
Artifacts 0

Packets 2

Bytes 80

Timestamp +60.187s

© Network Stream: 2

Src.IP 172.16.213.35
Src. Port 1057

Dest. IP 172.16.1.1
Dest. Port 53
Transport UDP
Artifacts 0

Packets 12

Bytes 1473
Timestamp +86.322s

(DNS)

© Network Stream: 3

Src. IP 172.16.213.35
Src. Port 1058

Dest. IP 52.22.118.87
Dest. Port 80
Transport TCP
Artifacts 1

Packets 10

Bytes 816
Timestamp +86.57s

(HTTP)

© Network Stream: 4

Src.IP 172.16.213.35
Src. Port 1059

Dest. IP 65.112.221.20
Dest. Port 443
Transport TCP
Artifacts 0

Packets 16

Bytes 5447
Timestamp +87.212s

© Network Stream: 5

Src. IP 172.16.213.35
Src. Port 1060

Dest. IP 65.112.221.20
Dest. Port 443
Transport TCP
Artifacts 0

Packets 16

Bytes 5479
Timestamp +130.897s




Processes

© Name: hfxtnsu.exe

PID: 396

Children: 1

File Actions: 0

Registry Actions: 8

Analysis Reason: Is target sample.

Parent: 1624

© Name: hfxtnsu.exe
PID: 732
Children: 2
File Actions: 3
Registry Actions: 20
Analysis Reason: Parent is being analyzed

Parent: 396

© Name: cmd.exe
PID: 1580
Children: 0
File Actions: 2
Registry Actions: 0
Analysis Reason: Parent is being analyzed

Parent: 732

© Name: eakrdcg.exe

PID: 1624

Children: 1

File Actions: 0

Registry Actions: 8

Analysis Reason: Parent is being analyzed

Parent: 732

© Name: winlogon.exe
PID: 616

Children: 0

File Actions: 0

Registry Actions: 0

Analysis Reason: Process activity after target sample started.

© Name: services.exe
PID: 660

Children: 0

File Actions: 0

Registry Actions: 0

Analysis Reason: Process activity after target sample started.

© Name: Isass.exe
PID: 672

Children: 0

File Actions: 1
Registry Actions: 0

Analysis Reason: Process activity after target sample started.

© Name: wmiprvse.exe
PID: 1024

Children: 0

File Actions: 0

Registry Actions: 0
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Analysis Reason: Process activity after target sample started.

© Name: svchost.exe

PID: 1028

Children: 0

File Actions: 7

Registry Actions: 0

Analysis Reason: Process activity after target sample started.

© Name: svchost.exe
PID: 1084
Children: 0
File Actions: 0
Registry Actions: 0
Analysis Reason: Process activity after target sample started.

© Name: svchost.exe

PID: 1168

Children: 0

File Actions: 1

Registry Actions: 0

Analysis Reason: Process activity after target sample started.

© Name: vssadmin.exe

PID: 1180

Children: 0

File Actions: 0

Registry Actions: 5

Analysis Reason: Process activity after target sample started.

© Name: Explorer.EXE
PID: 1432
Children: 0
File Actions: 0
Registry Actions: 5
Analysis Reason: Process activity after target sample started.

© Name: eakrdcg.exe
PID: 1852
Children: 0
File Actions: 238
Registry Actions: 34
Analysis Reason: Process activity after target sample started.

Artifacts

© Artifact 1:  d579a3d9f90b528bd83979872abee93b-sample.zip

Src: submitted

Imports: O

Type: ZIP - Zip archive data, at least v2.0 to extract

SHA256: aa202£8b96ca5998ae55539c973a0314£77619adc042dcb262649763ce0942¢3
Size: 193224

Exports: 0

AV Sigs: 0

MD5: 7b8794fe6b48b858982017562e6511b2




© Artifact2: hfxtnsu.exe

Src: submitted

Imports: 74

Type: EXE - PE32 executable (GUI) Intel 80386, for MS Windows

SHA256: 300de5e62ae85a0c85540fa39758ad4f8c11fa88c9ald4a5e8£1291a0725566b
Size: 383488

Exports: 0

AV Sigs: 1

MD5: 59bb43ab2239baf5721807ec606d5397

© Artifact 3:
\Documents and Settings\Administrator...ion Data\eakrdcq.exe
Src: disk
Imports: 74
Type: EXE - PE32 executable (GUI) Intel 80386, for MS Windows
SHA256: 300de5e62ae85a0c85540fa39758ad4f8cl1fa88c9ald4a5e8£1291a0725566b
Size: 383488
Exports: 0
AV Sigs: 1
MD5: 59bb43ab2239baf5721807ec606d5397

Modified by: 732 (hfxtnsu.exe)

© Artifact4: \TEMP\hfxtnsu.exe
Src: disk
Imports: 74
Type: EXE - PE32 executable (GUI) Intel 80386, for MS Windows
SHA256: 300de5e62ae85a0c85540fa39758ad4f8c11fa88c9ald4a5e8£1291a0725566b
Size: 383488
Exports: 0
AV Sigs: 1
MD5: 59bb43ab2239baf5721807ec606d5397

Read by: 732 (hfxtnsu.exe)

© Artifact 5:
\Documents and Settings\Administrator...LP_RESTORE_FILES.bmp

Src: disk

Imports: O

Type: PC bitmap, Windows 3.x format, 994 x 735 x 24

SHA256: 8b05f81337bc7c4409f£5644cdb942ad5db2994f186d6cec8bbd6def5c78d9d8
Size: 2193294

Exports: 0

AV Sigs: 0

MD5: 3cde7cl6e3e9fbfbd00821cae23300a7

Created by: 1852 (eakrdcq.exe)

© Artifact 6:
\Documents and Settings\Administrator...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 7:
\Documents and Settings\Administrator...ion Data\storage.bin

Src: disk

Modified by: 1852 (eakrdcq.exe)
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Imports: 0

Type: data

SHA256: 4b1b3c8890959eb34ce2353bfcl40e5be945ecce0cfad8175a89098£82b92937
Size: 752

Exports: 0

AV Sigs: 0

MD5: 4af7d0778eebleacf248db1041b7d588

© Artifact 8:
\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 9:
\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 10:
\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 11:
\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 12:
\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT

Src: disk
Imports: O

Created by: 1852 (eakrdcq.exe)
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Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 13:
\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcg.exe)

© Artifact 14:
\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 15:
\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 16:
\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcg.exe)

© Artifact 17:

\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators

Created by: 1852 (eakrdcq.exe)
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SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 18:
\Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcg.exe)

© Artifact 19:
\Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 20:
\Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 21:
\Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcg.exe)

© Artifact 22:

\Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca

Created by: 1852 (eakrdcq.exe)
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Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 23:
\Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcg.exe)

© Artifact 24:
\Documents and Settings\All Users\DRM... TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 25:
\Documents and Settings\All Users\HEL...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 26:
\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcg.exe)

© Artifact 27:

\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Modified by: 1852 (eakrdcqg.exe)
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Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 28:
\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcg.exe)

© Artifact 29:
\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 30:
\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 31:
\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcg.exe)

© Artifact 32:

\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0

Modified by: 1852 (eakrdcqg.exe)
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AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 33:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 34:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 35:
\Documents and Settings\Default User\...TORE_FILES _mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 36:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 37:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0

Created by: 1852 (eakrdcq.exe)
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MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 38:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 39:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 40:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 41:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: n85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 42:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)
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© Artifact 43:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 44:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 45:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 46:
\Documents and Settings\HELP_RESTORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 47:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 48:

Created by: 1852 (eakrdcq.exe)
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\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 49:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 50:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 51:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 52:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 53:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT

Created by: 1852 (eakrdcq.exe)
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Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 54:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 55:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 56:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 57:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 58:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Created by: 1852 (eakrdcq.exe)
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Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 59:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 60:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 61:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 62:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 63:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk
Imports: O

Created by: 1852 (eakrdcq.exe)
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Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 64:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 65:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 66:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 67:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 68:

\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators

Created by: 1852 (eakrdcq.exe)
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SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 69:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 70: \MSOCache\All Users\{90120000-0010-
04...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 71:  \AMSOCache\All Users\{90120000-0016-
04...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 72:  \MSOCache\All Users\{90120000-0019-
04...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 73: \MSOCache\All Users\{90120000-001B-
04...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca

Modified by: 1852 (eakrdcqg.exe)
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Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 74:  \MSOCache\All Users\{90120000-002C-
04...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 75: \MSOCache\All Users\{90120000-0115-
04...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 76: \MSOCache\All Users\{90120000-0117-
04...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 77: \MSOCache\HELP_RESTORE_FILES mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 78: \RECYCLER\S-1-5-21-1202660629-
5839072...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

Modified by: 1852 (eakrdcqg.exe)
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AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 79: \TEMP\HELP_RESTORE_FILES mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 80:
\Documents and Settings\Administrator...LP_RESTORE_FILES.txt
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 81:
\Documents and Settings\Administrator...cation Data\log.html
Src: disk
Imports: 0
Type: HTML - HTML document, Little-endian UTF-16 Unicode text, ...
SHA256: 32ce4971b87e83084b7510ffd504a62e407f7ddel12176fc3e887a48£7a2626f1
Size: 13900
Exports: 0
AV Sigs: 0
MD5: b0d74756b04aafleb0a748bl8bcbae8b

Created by: 1852 (eakrdcq.exe)

© Artifact 82:
\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: n85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 83:
\Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)
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© Artifact 84:
\Documents and Settings\All Users\DRM...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 85:
\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 86:
\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 87:
\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 88:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 89:

Created by: 1852 (eakrdcq.exe)
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\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 90:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 91:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 92:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 93:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 94:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT

Created by: 1852 (eakrdcq.exe)
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Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 95:
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 96:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 97:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 98:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 99:
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT

Src: disk

Created by: 1852 (eakrdcq.exe)
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Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 100:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 101:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 102:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 103:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 104:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk
Imports: O

Created by: 1852 (eakrdcq.exe)
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Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 105 \RECYCLER\S-1-5-21-1202660629-
5839072...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 106:
\Documents and Settings\Administrator\Desktop\Save_Files.Ink
Src: disk
Imports: O
Type: LNK - MS Windows shortcut, Item id list present, Points t...
SHA256: a45ce85585247eae0479052blceeed7faa36d1987a40b8896c86993faad83787
Size: 1699
Exports: 0
AV Sigs: 0
MD5: 18ac2b766d2723a28601lacca8471403c

Read by: 1432 (Explorer.EXE)

© Artifact 107: \Documents and Settings\Administrator...ator@bing[2].txt.exx

Src: disk

Imports: 0

Type: data

SHA256: d52e39446bfe9bd09f0ab3f45d216cf3cOccceb94c6febl871l1a93eaa56£849a
Size: 716

Exports: 0

AV Sigs: 0

MD5: 1d9546bb34650ac4854b£f9f983¢c72bb2

© Artifact 108: \Documents and Settings\Administrator...or@google[1].txt.exx

Src: disk

Imports: 0

Type: data

SHA256: cce3423300995adf90b290eeael779c0c1d15014057c169dbd01d4fcf46a22ab
Size: 572

Exports: 0

AV Sigs: 0

MD5: 548d994al6bf72f415fb89396e810d18

© Artifact 109: \Documents and Settings\Administrator...@ssl.bing[2].txt.exx

Src: disk

Imports: O

Type: data

SHA256: 98927e48c9e1e348b19b64842f948f34e4fadd26f4322dc37af4bff43cc9854d
Size: 444

Exports: 0
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AV Sigs: 0
MD5: dc604cl5adlcb4463514463alac505b9

© Artifact 110: \Documents and Settings\Administrator...ranslator[1].txt.exx

Src: disk

Imports: 0

Type: data

SHA256: acd47£05a8c64d098d436£c16198bd6192487dbe616c6141f57b3cb3b4abb516
Size: 348

Exports: 0

AV Sigs: 0

MD5: 134e11704b8c8daf65b37186636646a4

© Artifact 111: \Documents and Settings\Administrator...@www.bing[2].txt.exx

Src: disk

Imports: O

Type: data

SHA256: e6bc45b7cleccc13025a84bb7d538d75eb7d214444510bf58c7cc571773¢c6114
Size: 444

Exports: 0

AV Sigs: 0

MD5: 2e53aa96bcc79a691adl4c3577cc0744

© Artifact 112: \Documents and Settings\Administrator... TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 113: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 114: \Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 115: \Documents and Settings\Administrator... TORE_FILES_mmnto.TXT

Src: disk
Imports: 0



Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 116: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 117: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 118: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 119: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 120: \Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80




© Artifact 121: \Documents and Settings\Administrator...chrome-48[1].png.exx

Src: disk

Imports: O

Type: data

SHA256: 48b16e353e660721b7194a8b55€6043f121a78c57df602ea44444cd6834bbe79
Size: 2060

Exports: 0

AV Sigs: 0

MD5: 35e5d6e2bl0c88ba3f8c56cdlOad42cafb

© Artifact 122: \Documents and Settings\Administrator...ontentHXS[1].css.exx
Src: disk
Imports: O
Type: data
SHA256: 31337d22b9c9dlaeb8a07e21da3ab6406a69624251d2e39d2c3bal6b6es3de9b
Size: 33580
Exports: 0
AV Sigs: 0
MD5: 2eb660177564eb23c8a9233eal094fb31

© Artifact 123: \Documents and Settings\Administrator...HMRCBCR\f[2].txt.exx

Src: disk

Imports: O

Type: data

SHA256: 42e506bca88d78909c6cfbb9f2a38c£0d98446063db54272495612b571172037
Size: 764

Exports: 0

AV Sigs: 0

MD5: 0044£f522f4102cd5af4ebf6c5£b99124

© Artifact 124: \Documents and Settings\Administrator... HMRCBCR\f[3].txt.exx

Src: disk

Imports: O

Type: data

SHA256: c601a53af3156eba072f6e3b28a03ccel446a5eb9cs2eee61c9d99££50d77al2
Size: 1084

Exports: 0

AV Sigs: 0

MD5: Obaae3908eae0502e41lcl76blabel231

© Artifact 125: \Documents and Settings\Administrator...HMRCBCR\f[4].txt.exx

Src: disk

Imports: O

Type: data

SHA256: ¢94b02b52d5ade3e96ced7££e94298494a09£6b3184747cb88ca20d7b55482£5
Size: 1084

Exports: 0

AV Sigs: 0

MD5: 3da8841e2e911569b0dda084ba695792

© Artifact 126: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT
Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£c9005£127d878b6833d97d0d56aac763ca

Size: 1355



Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 127: \Documents and Settings\Administrator...R\office12[1].js.exx
Src: disk
Imports: 0
Type: data
SHA256: 0dc4f348d5a4ae33e3adc2cfe65839ddba56alldd0adcb9cab293a3bd082ad60
Size: 118876
Exports: 0
AV Sigs: 0
MD5: £08c32cf526d3a9¢c38e£f19£fd41968078

© Artifact 128: \Documents and Settings\Administrator...eConnect_c[1].js.exx

Src: disk

Imports: O

Type: data

SHA256: 128959b5d5bbcfe641c69£f0bb58b2d3e17587d9303ac1893a75ba08dbccec3a2
Size: 508

Exports: 0

AV Sigs: 0

MD5: flb5adbad74b04167336fa4493belale

© Artifact 129: \Documents and Settings\Administrator...D2J21AH\f[2].txt.exx

Src: disk

Imports: 0

Type: data

SHA256: d19d6ac9db9713c50e73f2950a2a6aaaf84bf13e24b37c0bl4c295453£5b1d6b
Size: 764

Exports: 0

AV Sigs: 0

MD5: e7d4a41f881e2b72deb7a0968el7aeda

© Artifact 130: \Documents and Settings\Administrator...D2J21AH\f[3].txt.exx

Src: disk

Imports: 0

Type: data

SHA256: 742398906e23c9bea7b45032f158dd5a323e61d7fe9877fbdea8b28128d54c30
Size: 828

Exports: 0

AV Sigs: 0

MD5: £86c37e0fae88£3899fd271bbf982128

© Artifact 131: \Documents and Settings\Administrator...D2J21AH\f[4].txt.exx

Src: disk

Imports: O

Type: data

SHA256: 9cdd1£1a0822b203e0d0d32236045ae1767d61864100feaefc41fa9d2b66£0b8
Size: 1100

Exports: 0

AV Sigs: 0

MD5: 7cb22a6c7df48fcbda62af255¢c70393b

© Artifact 132: \Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk



Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 133: \Documents and Settings\Administrator...AH\logo9w[1].png.exx
Src: disk
Imports: O
Type: data
SHA256: 46£0573d387353031627facea86922232c53738f9c93cee456b21b37a67cc727
Size: 8460
Exports: 0
AV Sigs: 0
MD5: ebbaf089765d4ec073305dd960e6362a

© Artifact 134: \Documents and Settings\Administrator...av_logo80[1].png.exx

Src: disk

Imports: O

Type: data

SHA256: cedd4eb5£856e98269fdc42fd84af89c0ce97d4b82acc991c760e200e7c7cc8e
Size: 35836

Exports: 0

AV Sigs: 0

MD5: cb5005703265e78b2e6a7f3bf6a69bcd

© Artifact 135: \Documents and Settings\Administrator...1AH\script[1].js.exx

Src: disk

Imports: 0

Type: data

SHA256: 76ea964caf1e870bc19007a78a92c885£50fef41a97b20c520d39c1dfdf728d3
Size: 5804

Exports: 0

AV Sigs: 0

MD5: 84a402b578f5a839e5bca0345d6b6137

© Artifact 136: \Documents and Settings\Administrator...AH\shared[1].css.exx

Src: disk

Imports: 0

Type: data

SHA256: 9b200f4c2d4b9e5fdbea55abd1b51d47eel104cd778949b5a375581931a97a0fc
Size: 5596

Exports: 0

AV Sigs: 0

MD5: 553442dffba64ae75792cb28ab262b8a

© Artifact 137: \Documents and Settings\Administrator...DAX\Common[1].js.exx

Src: disk

Imports: O

Type: data

SHA256: c13bad343895b214a3eac69£6024ad88c33cc9dlec851d24887ccbf5£9d6c949
Size: 3388

Exports: 0

AV Sigs: 0



MD5: dc4de4df62f3be8205be7aba72e15846

© Artifact 138: \Documents and Settings\Administrator...DAX\Common[2].js.exx
Src: disk
Imports: 0
Type: data
SHA256: c90eacd9f11d478d50ca6ba33480e5399fd6031a51c3af00b7f93a5b60aass34
Size: 3388
Exports: 0
AV Sigs: 0
MD5: a29bb8be65885c318a69calcbbcf54ed

© Artifact 139: \Documents and Settings\Administrator...X\content[1].css.exx

Src: disk

Imports: O

Type: data

SHA256: 188b9f3ef7e205c86773b0d834e9acce56fc1908c6aedlb34alcl57fee78f9c4
Size: 72076

Exports: 0

AV Sigs: 0

MD5: 5901d7eclbb7b5f8025d178964ef3cb2

© Artifact 140: \Documents and Settings\Administrator...RMBYDAX\f[2].txt.exx

Src: disk

Imports: 0

Type: data

SHA256: 96df75443e148955e7d2afe3d4cf3d37aa62d50c62db647cb7feld799ccc43£2
Size: 780

Exports: 0

AV Sigs: 0

MD5: 6f9al59df4efle2e5bf0fbc5¢c335062fF

© Artifact 141: \Documents and Settings\Administrator...RMBYDAX\f[3].txt.exx

Src: disk

Imports: 0

Type: data

SHA256: 3dac3a2cdc1c4208855d324e82df3b9d3568588857bafa549a6c48ab7ab22fa9
Size: 1100

Exports: 0

AV Sigs: 0

MD5: d834ec3472f92ac3e63c14037b3d1d3b

© Artifact 142: \Documents and Settings\Administrator...LOCALHELP[1].TXT.exx

Src: disk

Imports: O

Type: data

SHA256: 9bb934815d4ed441e9b6e85cdff76b2e6da2bd2ee09e3ef28787491726355e8eb
Size: 604

Exports: 0

AV Sigs: 0

MD5: 22ef16df865c556£5720283el13c730ee

© Artifact 143: \Documents and Settings\Administrator...v_logo176[1].png.exx
Src: disk

Imports: 0

Type: data



SHA256: b80dce9b3aeb5dbleeec6495e97be587d8c23b48d185516764bf9ff76e38e34c
Size: 14396

Exports: 0

AV Sigs: 0

MD5: ee5a502f92804d7e378f0acd7137302e

© Artifact 144: \Documents and Settings\Administrator...derdelayed[2].js.exx
Src: disk
Imports: 0
Type: data
SHA256: a28bd8a41912832a6b200a485bbda3£6c9916405ae01b9a0db35c8c244484313
Size: 3164
Exports: 0
AV Sigs: 0
MD5: 872f4d3cd682b5970cc6a3684c68311b

© Artifact 145: \Documents and Settings\Administrator...a242651433[1].js.exx
Src: disk
Imports: O
Type: data
SHA256: sdbe7cdee419ba098f53ca388cf106ad443e6db9d5720580a4196a65d8ca8bla
Size: 17804
Exports: 0
AV Sigs: 0
MD5: f1645a51584e197add5356£72£3da9c7

© Artifact 146: \Documents and Settings\Administrator...Behaviors[1].css.exx
Src: disk
Imports: 0
Type: data
SHA256: 60af608d0ead53712ccb33687931d5825e16a46358cebdadcObde7b50d458219
Size: 1404
Exports: 0
AV Sigs: 0
MD5: c8b63cbd7705eldb54dfad4ad2e8c2e91

© Artifact 147: \Documents and Settings\Administrator...PaneMedia[1].jpg.exx
Src: disk
Imports: 0
Type: data
SHA256: £5716858e8036de3541ffef47a610aallbeecfe808382f5bfbeeb42e3a3eb017
Size: 5292
Exports: 0
AV Sigs: 0
MD5: 2177d350dfef9e356f0ab0bb68f7ca5a

© Artifact 148: \Documents and Settings\Administrator...7MN\Common[1].js.exx
Src: disk
Imports: O
Type: data
SHA256: 8c82f644ee47a933eb0e7102dd40647a76608cdfdeabac4a31268fe5c34b9992
Size: 3388
Exports: 0
AV Sigs: 0
MD5: 0£d8dcb7¢c308272e9f03b4fb65d4e9eb

© Artifact 149: \Documents and Settings\Administrator...V4HU7MN\f[2].txt.exx



Src: disk

Imports: O

Type: data

SHA256: 5ad1bb2d07dd65855dded1b4bbb55755al12ac8a40c590d064b7ecle6fe2c56¢
Size: 764

Exports: 0

AV Sigs: 0

MD5: 4e51ef2b8bec9dbf793d753b6673e5£f5

© Artifact 150: \Documents and Settings\Administrator...V4HU7MN\f[3].txt.exx
Src: disk
Imports: O
Type: data
SHA256: a35e6e36f3fecaalaeclef1408f8e0e8e0f6eb79becB8ac3d2c22cc376ele680a3l
Size: 764
Exports: 0
AV Sigs: 0
MD5: bf681e860d3£84f98c88454cd90f37aa

© Artifact 151: \Documents and Settings\Administrator...V4HU7MN\f[4].txt.exx
Src: disk
Imports: O
Type: data
SHA256: 2bc72dde130b10b9479£078984bc8305796d9853eb3b49f6362fbadl4f9a7a66
Size: 1180
Exports: 0
AV Sigs: 0
MD5: 4362e9164ce8a391791515d34f3ec3e8

© Artifact 152: \Documents and Settings\Administrator...V4HU7MN\f[5].txt.exx
Src: disk
Imports: O
Type: data
SHA256: 3258a8513029a7c691dafa60604769c533b1d8966£f0c2262adb87fec8c333d4
Size: 1100
Exports: 0
AV Sigs: 0
MD5: 8dfef6226271acf3a3b59d89a7b98£f29

© Artifact 153: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£c9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 154: \Documents and Settings\Administrator...N\Office12[1].js.exx
Src: disk

Imports: O

Type: data

SHA256: 2639f6d2acbbc9f27f62b61ledebbfa5b27416b£f30ad409841128c1526fa6686f

Size: 118876

Exports: 0



AV Sigs: 0
MD5: 67254e6f29ca93blce3178cebc0cld4?

© Artifact 155: \Documents and Settings\Administrator...HU7MN\ont[1].css.exx

Src: disk

Imports: 0

Type: data

SHA256: £2290674d79565d59bb7cc6790fabc0615e6bb059803003098d3e0a28178£d8d
Size: 58492

Exports: 0

AV Sigs: 0

MD5: 7ead237a7fc8e50229982d9d3b06dbaa

© Artifact 156: \Documents and Settings\Administrator...MN\shared[1].css.exx

Src: disk

Imports: O

Type: data

SHA256: 3b40ea7ded951d334ed02ac0be5288a6df43cba543e6f5ab3be2f3a962cas8dld
Size: 5596

Exports: 0

AV Sigs: 0

MD5: 864e63cd9a86afa99aal754ced8ce042

© Artifact 157: \Documents and Settings\Administrator...MN\shared[2].css.exx

Src: disk

Imports: 0

Type: data

SHA256: 1b86£429e00735f4084af2327e5265351ea7f01bfa505cb4d964a44e82dc2590
Size: 5596

Exports: 0

AV Sigs: 0

MD5: 72d5b480b227a2d7bfl113a26534a8841

© Artifact 158: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 159: \Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 160: \Documents and Settings\Administrator... TORE_FILES_mmnto.TXT

Src: disk
Imports: 0



Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 161: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 162: \Documents and Settings\Administrator...ts\RECOVERY_FILE.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: 627d2c57fdcbfbb0£f11624069c104c279b761529500£48627181129962abaee0
Size: 232
Exports: 0
AV Sigs: 0
MD5: d9ed7ee6c6141dade5800f41b23cfl117

© Artifact 163: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 164: Modified by: 1852 (eakrdcq.exe)

\Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 165: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0


file:///Users/alukatsk/Downloads/04b5d936bcf856613e2c249daa76041e-report.html#process-1852

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 166: \Documents and Settings\Administrator...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 167: \Documents and Settings\Administrator... TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 168: \Documents and Settings\Administrator... TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 169: \Documents and Settings\Administrator...plates\excel.xls.exx

Src: disk

Imports: 0

Type: data

SHA256: £144c345407535543fe495fc7ce497aaa22716249795a0d9b34527c96fa37172
Size: 5868

Exports: 0

AV Sigs: 0

MD5: 88a5dadc73379814172271£f2b2808£86

© Artifact 170: \Documents and Settings\Administrator...lates\excel4.xls.exx

Src: disk

Imports: O

Type: data

SHA256: 70fc448a04d2a8e36a66af67231e5d2f474383ce8577£5795812fb1371658d9a
Size: 1740

Exports: 0

AV Sigs: 0

MD5: 80ca60dc69e9e3230bf955£4135a7075

© Artifact 171: \Documents and Settings\Administrator... TORE_FILES_mmnto.TXT

Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators



SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 172: \Documents and Settings\Administrator...tes\powerpnt.ppt.exx
Src: disk
Imports: 0
Type: data
SHA256: 2caa08685b5fed361cd5c93e0bcdecb2e594cb34edfe09e6ee44870be25814d09
Size: 12524
Exports: 0
AV Sigs: 0
MD5: 28850fe3e8e993ca56daflec915ac5c3

© Artifact 173: \Documents and Settings\Administrator...ates\quattro.wb2.exx
Src: disk
Imports: O
Type: data
SHA256: 1952a7385d0c2f3110aa356781863bbaa9563e6aec928299c81a036073833983
Size: 4252
Exports: 0
AV Sigs: 0
MD5: 282a24ccedb3458e06dd7a4a2469c2ed

© Artifact 174: \Documents and Settings\Administrator...ates\winword.doc.exx
Src: disk
Imports: 0
Type: data
SHA256: 39cafdc32fel5bd6b9d6fc9d25ec6f016e15164a4564e594d7118a9dd7b2ab3e
Size: 4844
Exports: 0
AV Sigs: 0
MD5: 9d5018£536c9486fe0f07b5cc53c0a7d

© Artifact 175: \Documents and Settings\Administrator...tes\winword2.doc.exx
Src: disk
Imports: 0
Type: data
SHA256: f01abb4912914aec3b4lease568abl8adbed881bdf81£30e83d714d88eal37£3f
Size: 1996
Exports: 0
AV Sigs: 0
MD5: ef24abdfd8f5ab242fdcf9a77792fafa

© Artifact 176: \Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 177: \Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT



Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 178: \Documents and Settings\All Users\Doc... 9 (Scherzo).wma.exx
Src: disk
Imports: O
Type: data
SHA256: 973c3381956a4c082126d1228006d2ad5212a500486983e£f40408b615967f6cd
Size: 613868
Exports: 0
AV Sigs: 0
MD5: 36634de04330e5c£fdd09fa696a5d3£fd6

© Artifact 179: \Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 180: \Documents and Settings\All Users\Doc...ghway Blues).wma.exx
Src: disk
Imports: O
Type: data
SHA256: 0a09a7d34df9al1a829d33cd5582cf7bdbbbfa68548e10067e072caba53£88a60
Size: 760972
Exports: 0
AV Sigs: 0
MD5: 1a822e3d6fda746d70cd2fafe6d46309

© Artifact 181: Created by: 1852 (eakrdcq.exe)

\Documents and Settings\All Users\Doc...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£c9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 182: \Documents and Settings\All Users\Doc...s\Blue hills.jpg.exx

Src: disk

Imports: O

Type: data

SHA256: 26fe9cee90££f079846ac9b879cbc55aee57e1e700db24c57cdf5140bc1468356
Size: 28748
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Exports: 0
AV Sigs: 0
MD5: ddbf6ee03b728b0f7f06db6b6aed39c3

© Artifact 183: \Documents and Settings\All Users\Doc...tures\Sunset.jpg.exx
Src: disk
Imports: 0
Type: data
SHA256: 328d15a266acec0461e235b245e9ea86248ad48eb85943e3fcec5fbfbcec3c4a
Size: 71420
Exports: 0
AV Sigs: 0
MD5: 11392b380198d6d43f3bb030bc71c3d0

© Artifact 184: \Documents and Settings\All Users\Doc...Water lilies.jpg.exx

Src: disk

Imports: O

Type: data

SHA256: 2ffe8405939feb0bd2ab387c2ff4eel008c21e8815£f9b230c7d29080a9053fed
Size: 84028

Exports: 0

AV Sigs: 0

MD5: b94b95e187ac003ce0d640ade2985ee9

© Artifact 185: \Documents and Settings\All Users\Doc...tures\Winter.jpg.exx
Src: disk
Imports: 0
Type: data
SHA256: 942c04e7980£7a43103545ca0d222bf0e5e0298e174d2c31863c08e49053a72b
Size: 105772
Exports: 0
AV Sigs: 0
MD5: f35edb274bbff5£528292d8994a7dafc

© Artifact 186: Modified by: 1852 (eakrdcg.exe)

\Documents and Settings\All Users\Fav...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 187: \Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 188: \Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT
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Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 189: Modified by: 1852 (eakrdcqg.exe)

\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

@ Artifact 190: Modified by: 1852 (eakrdcqg.exe)

\Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 191: \Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 192: \Documents and Settings\All Users\Sta...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 193: \Documents and Settings\All Users\Sta... TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005£127d878b6833d97d0d56aac763ca
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Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 194: \Documents and Settings\All Users\Tem...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 195: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 196: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 197: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 198: \Documents and Settings\Default User\...orer\brndlog.txt.exx
Src: disk
Imports: O
Type: data
SHA256: 31623acc9501d1cf05fe2b3831d8ebabc9b4734£75£8b9621b295ae719005e7b
Size: 364
Exports: 0
AV Sigs: 0
MD5: d7d2cb6ac506ba8474251bfa978b6b25

© Artifact 199: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT



Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 200: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 201: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 202: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 203: \Documents and Settings\Default User\...TORE_FILES mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 204: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca

Size: 1355

Exports: 0



AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 205: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 206: Modified by: 1852 (eakrdcqg.exe)
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca

Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 207: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 208: \Documents and Settings\Default User\...TORE_FILES mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 209: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

@ Artifact 210: Modified by: 1852 (eakrdcq.exe)
\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
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Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 211: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 212: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 213: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 214: \Documents and Settings\Default User\...TORE_FILES mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 215: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT
Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca

Size: 1355

Exports: 0



AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 216: Modified by: 1852 (eakrdcg.exe)

\Documents and Settings\Default User\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 217: \Documents and Settings\Default User\...TORE_FILES_mmnto.TXT

Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 218: \Documents and Settings\Default User\Templates\excel.xls.exx
Src: disk

Imports: 0

Type: data

SHA256: 7c9e4019abd8648fe509bcaa35c2dd7d4ed32116d3a77a072461edc62££8c478

Size: 5868

Exports: 0

AV Sigs: 0

MD5: bb3f45b54b444168533165c01£8497e4

© Artifact 219: \Documents and Settings\Default User\...lates\excel4.xls.exx

Src: disk

Imports: 0

Type: data

SHA256: 4e833f03abb49d4c3e2e2277827cf26a76aef7£526ebb4a2280c3941a1789872
Size: 1740

Exports: 0

AV Sigs: 0

MD5: db85a2568defd946ca9d2adf3c13d21d

© Artifact 220: \Documents and Settings\Default User\...tes\powerpnt.ppt.exx

Src: disk

Imports: O

Type: data

SHA256: 554ac98eb56fccb2c40adb2baa733e9af92e3094558201dac906ffca3ad03316
Size: 12524

Exports: 0

AV Sigs: 0

MD5: 53a9f501e5e5dee8a90eea97079falda

© Artifact 221: \Documents and Settings\Default User\...ates\quattro.wb2.exx
Src: disk
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Imports: 0

Type: data

SHA256: 3a8fbaf294213e2718f71a8f06bf11399c65698066ca411d5d16ac4216c363b8
Size: 4252

Exports: 0

AV Sigs: 0

MD5: 4885834ec69cf65865efd44lel033aed2

© Artifact 222: \Documents and Settings\Default User\...ates\winword.doc.exx

Src: disk

Imports: O

Type: data

SHA256: ce155a1dccbf9ecdb0d860865b910d7357£0a2d84£b250079145b14487e49d41
Size: 4844

Exports: 0

AV Sigs: 0

MD5: 6553bb358ad97491645c11847debeaca

© Artifact 223: \Documents and Settings\Default User\...tes\winword2.doc.exx

Src: disk

Imports: O

Type: data

SHA256: d994a8d919d346cb18c9ee3ce9Ib877b60af59770e8216d3d5d398659ff12e9ba
Size: 1996

Exports: 0

AV Sigs: 0

MD5: d2526b05bdde31c9a31c3bda06478740

@ Artifact 224: Modified by: 1852 (eakrdcq.exe)

\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 225: \Documents and Settings\LocalService\...TORE_FILES mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 226: \Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca

Size: 1355

Exports: 0
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AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 227: \Documents and Settings\LocalService\...TORE_FILES_ mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 228: \Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 229: Created by: 1852 (eakrdcq.exe)
\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca

Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 230: Modified by: 1852 (eakrdcg.exe)

\Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 231: \Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 232: \Documents and Settings\LocalService\...TORE_FILES_mmnto.TXT
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Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 233: \Documents and Settings\LocalService\...TORE_FILES mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

@ Artifact 234: Created by: 1852 (eakrdcqg.exe)

\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 235: Created by: 1852 (eakrdcq.exe)
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca

Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 236: \Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

@ Artifact 237: Created by: 1852 (eakrdcg.exe)

\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
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SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 238: Modified by: 1852 (eakrdcg.exe)

\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

@ Artifact 239: Created by: 1852 (eakrdcqg.exe)

\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 240: Created by: 1852 (eakrdcq.exe)
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca

Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 241: \Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 242: \Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT
Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca

Size: 1355

Exports: 0
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AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 243:
\Documents and Settings\NetworkServic...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Created by: 1852 (eakrdcq.exe)

© Artifact 244:
\MSOCache\All Users\HELP_RESTORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcqg.exe)

© Artifact 245: \MSOCache\All Users\{90120000-0014-
00...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcq.exe)

© Artifact 246: \MSOCache\All Users\{90120000-0018-
04...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

Modified by: 1852 (eakrdcg.exe)

© Artifact 247: \MSOCache\All Users\{90120000-001A-
04...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0

Modified by: 1852 (eakrdcqg.exe)
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MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 248: \MSOCache\All Users\{90120000-002C- Modified by: 1852 (eakrdcq.exe)
04...TORE_FILES_mmnto.TXT

Src: disk

Imports: 0

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 249: \MSOCache\All Users\{90120000-002C- Modified by: 1852 (eakrdcq.exe)
04...TORE_FILES_mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 250: \MSOCache\All Users\{90120000-002C-04...TORE_FILES mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 251:  \MSOCache\All Users\{90120000-0115- Modified by: 1852 (eakrdcq.exe)
04...TORE_FILES_mmnto.TXT
Src: disk
Imports: 0
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0fc9005f127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 252: \MSOCache\All Users\{90120000-0115-04...C80.CRT.manifest.exx
Src: disk
Imports: O
Type: data
SHA256: 9daf9c749656a6ea0c191c7286254290d458f8efl6e9be5536bcafce756360c8
Size: 748
Exports: 0
AV Sigs: 0
MD5: 8954£3829e654fa04951e67020b74a25

© Artifact 253: \MSOCache\All Users\{90120000-0117- Modified by: 1852 (eakrdcq.exe)
04...TORE_FILES mmnto.TXT
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Src: disk

Imports: O

Type: ASCII text, with CRLF line terminators

SHA256: b85d47ae02a222451e3df6a463bd0£fc9005£f127d878b6833d97d0d56aac763ca
Size: 1355

Exports: 0

AV Sigs: 0

MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 254: \RECYCLER\HELP_RESTORE_FILES mmnto.TXT
Src: disk
Imports: O
Type: ASCII text, with CRLF line terminators
SHA256: b85d47ae02a222451e3df6a463bd0£c9005£127d878b6833d97d0d56aac763ca
Size: 1355
Exports: 0
AV Sigs: 0
MD5: 52a30d6464dc460659b1692ce8fafd80

© Artifact 255: \TEMP\d579a3d9f90b528bd83979872abee93b-sample.zip

Src: disk

Imports: O

Type: ZIP - Zip archive data, at least v2.0 to extract

SHA256: 2a202£8b96ca5998ae55539c973a0314f77619adc042dcb262649763ce0942c3
Size: 193224

Exports: 0

AV Sigs: 0

MD5: 7b8794fe6b48b858982017562e6511b2

© Artifact 256: \WINDOWS\system32\config\SysEvent.Evt

Src: disk

Imports: O

Type: data

SHA256: c9839f567cbld6ca6bdf952c73b7a4ad2774a06d8ba51bb657e4138121£9b227
Size: 65536

Exports: 0

AV Sigs: 0

MD5: 203ec38d39d5b6925c0¢c36£f227671756

© Artifact 257: ip

Src: network

Imports: O

Type: ASCII text

SHA256: 7£25496d58£2211a5df694cc5879b1211ba504aec4eabf77f657be6bIbbcIbbe
Size: 14

Exports: 0

AV Sigs: 0

MD5: b20629ba312409507fbdbdd876a83c36

Related to: stream 3

Registry Activity

© Created Keys

© Modified Keys
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© Deleted Key Values

o FilesyStem Files Created: 73  Files Read: 60  Files Modified: 170  Files Deleted: 2
Activity
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