Cisco Umbrella

CpaBHEHME MaKkeToB

ﬂpOMSBOﬂMTeﬂbHOCTb ana HEBONbLUMX KOMMAaHWIA

MonHOCTBI0 06NAaUHOE pPeLleHUe — HEe HYXXHO
YCTaHarNMBaTb 06OPYAORAHUE KU OBCNY>KUBATL 10
CTonpoLEeHTHaa OTKa30yCTONUMBOCTD — EXXEfHEBHAA
0bpaboTka 6onee 80 MNpA 3anNpOCOB 6e3 yBENUUEHNS
3anepPXKn B CETU

OpHoBpeMeHHoe BNOKUpORaHue Gonee 7 MH
YHUKAMbHbBIX BPEAOHOCHBIX Y3M0B B 25 LieHTpax
06paboTKM AaHHBIX

3awmTa

No6agneHue HOROTO YPOBHS 3alliMThl HA OCHOBE
nporHo3a Ansa Moboro yCTROMCTRA B MOOON Touke
MpegoTepalleHre NPOHUKHOBEHUS BpeaoHocHoro M0,
PULIMHFA U OB PAaTHBIX BEI3OBOB KOMaHOHbLIX CEPBEPOB
uepes Nbon NopT

MNpYMeHeHWe NoONUTUK AOMYCTUMOrO UCMNOMb30BaHNUA
no 60 KkaTeropusiM KOHTEHTa

[MpMeHeHMe NONNTUK 6Ee30MacHOCTHU

BrokunpoBaHue 3anpocoB K BpeAOoHOCHbBIM qOMEHaM

n IP-otBeToR Ha ypoBHe DNS

bBnoknpoeaHne BpeaoHoCcHbIX URL-anpecoB u npsimbix
IP-noakntoueHuit Ha ypoBHe IP

Mepenaya Tpadmka M3 COMHUTENbHBIX JOMEHOB

Ha Npokcu-cepBep Ana aHanusa URL-anpecos

1 hainoB C NOMOLLbIO aHTUBUPYCHbBIX CUCTEM

n Cisco AMP

MOHUTOPUHF

[Nonyyenne MHopPMaLMK B peanbHOM BpeMeH!

0 [eVCTBMSIX B MacLUTabe BCero mpeanpusaTus,

C BOBMOXHOCTBHO MOMCKA M 3annaHUpOBaHHbBIMK OTUeTaMu
O6HapyxeHWe LeneHanpaBneHHbX aTak nyTem
CPaBHEHWS NOKanNbHOM W rNo6anbHOM akTUBHOCTM
BoisiBneHWe puUCKOB, CBA3AHHLIX C MCMOMb30BaHMEM
obnaka 1 yCTPOUCTB MIHTEpPHETA BELLEN, Ha OCHOBaHWMM
oTueToB 0 6onee vem 1800 cepBucax
YnpaBnexue

HacTtpaunBaemMble CMCKKM 3anpeLLeHHbIX

M paspeLleHHbIX PECYPCOB, BCTPOEHHbIE

CTPaHuLUbl 610KMPOBKM M BapuaHThl obxoda
[TprMeHeHWe NONUTKK M OYHKLIMM MOHUTOPWHIA Q151 KaXKOOM
BHYTPEHHEN CETU MK OS KaKOoro nonb3osatersl/

rpynnsl AD

beccpouHoe xpaHeHme »ypHanos 6narogaps
WHTErpaumnm ¢ KoHTeMHepom Amazon S3

YHMKanbHble BO3MOXXHOCTM nakeTa Platform
MHTerpaumsa Ha ocHoBe APl-uHTepdeica

0751 MPUMEHEHUS NONWUTHK U YNPAaBNEHUST CTOPOHHUMM
CIMCKamu 3anpeLLeHHbIX PECYPCOB

Investigate Console - aHanuTuKa yrpos no Bcem
gomeHam, IP-agpecam m xew-cymmam hainos
[lononHuTenbHble BO3MOXHOCTH

BapuaHTh nogoeps)kky — BCe MakeThl BKAKYAT
NoAOEPKKY vepes MHTEPHET M NO 3NEKTPOHHONW NouTte
APl-mHTepdeic Investigate — gobasneHune rmodanbHOro

Professional

Cwm. BapMaHTbl A5 BCeX NakeToB

Insights
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KOHTEKCTa K NOKaNbHEIM COBBITUAM (yrpasneHve MakeT nprobpeTaeTcs OTAENbHO

COBBITUAMU U OAHHBIMW HE30MACHOCTH)
Multi-Org Console - LeHTpan1M3oBaHHOE yrpaBneHue
OeLUeHTPann3oBaHHLBIMK NoapasneneH1usamMm
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Bapl/laHTbl MNakeToB HayalilbHOIro ypoOBHA

[nsa opraHmsaumin, KOTopbiM TPEOYETCA CUCTEMA 3aLLMTEI C 60nee NPOCTbIM YHKLMOHANOM, Mbl MPeanaraemM Tpm
JononHuTenbHblx Naketa Umbrella, npegHasHaueHHble Onst CLEeHapUeEB MCMONb30BaHMs HaUanbHOMo YPOBHS.

Roaming Branch WLAN
0N MEXCETEBOrO 3KpaHa 0N MapLpyTHU3aToOpoB ans Cisco WLAN u apyrmx
HoBOro nokoneHnsa Cisco Cisco ISR cepun 4000 TOouek 6eCcnpPOBOAHOrO
n AnyConnect JocTyna
no umcny
NuueHsuposaHue Mo UMCny Nonb3oBaTenei MapLpyTrzaTopos Cisco o uMcny ToUek AoCTyna

ISR cepum 4000
ﬂpOVBBOﬂMTGﬂbHOCTb

[MonHOCTBIO 0BNaUHOEe peLleHne — He HY>KHO
YCTaHarNUBaTb 0BOPYAORAHUE KU OBCNYKUBATbL 10

CTONpOUEHTHasA OTKA30yCTOMUMBOCTL — EXKeHEBHASA
obpaboTka 6onee 80 MAPA 3aNPOCOB 63 yBenMUeHUs
3a0epKKn B CETU

OpHoBpeMeHHoe 6oKMpoBaHWe 6onee 7 MiH YHUKAMbHBIX
BPEMAOHOCHBIX Y3MOB B 25 LIeHTpax 0B6paboTkM AaHHbIX

3awmTa
NobHaeneHne HOROroO YPOBHS 3allMThl HA OCHOBE Tonbko ans ycTpomcTB, Tonbko anst ycTponcTB., Tonbko Anst yCTPOWCTB,
NPOrHo3a And noBoro yCTpOI;ICTBa B NOBOM TOUke He NOAKMKUYEHHBIX K CETU NOOKNHOUEHHBIX K CETU MNOOKNHOUEHHDBIX K CEeTU

MpefoTepalleHre NPOHUKHOBEHWS BpeaoHocHoro M0,

duLLIMHTa U 06pPaTHBIX BI3OBOB KOMaH/HbIX CEPBEPOB V V V

uepes Nbon nopT
MpuMeHeHWe NoNUTKMK AOMYCTUMOrO UCMOMb30BaHMA 9 V
no 60 KkaTeropusiM KOHTEHTa

[MTprMeHeHe NoNUTUK 6e30nacHOCTH

BnokupoBaHWe 3anpocoB K BREAOHOCHBIM

aomeHam 1 IP-oTBeToB Ha ypoBHe DNS V « V
BnoknposaHue BpenoHocHbIx URL-agpecos

1 NpAMbIX IP-noakntoueHnin Ha ypoBHe IP

MOHUTOPUHT
[MonyyeHne MHdopMaLmMm peanbHOro BpeMeHu

0 [eCTBMSX B MacLUTabe BCero npeanpuaTig, V « V

C BOBMOXXHOCTbBHKD MOUCKaA M 3aninaH1pOBaHHBIMK OTUETaMM

YnpaBneHue

HacTpanBaemble cnMckW 3anpeLleHHbX TONbKO CAMCOK PAAPELLICHHbX

N pas3pelleHHbIX peCcypCcoB, BCTPOEHHbIe CTPaHWLbI pPecypcoB v ofHa BCTPOEHHan V V
BNOKMPOBKM W BapuaHTbl ob6xona CTPaHHLa 6NOKMPOBKNA

[TpUMeHeHWe NONUTUK U PYHKLUMU MOHUTOPUHIa
ONS KaXKOOW BHYTPEHHEN CETU MK ONS KaX4oro
nonbaoBatens/rpynnsl AD

[lononHuTenbHble BO3MOXXHOCTU

BapuaHTh nogoepskky — BCe MakeThl BKAKYAT
NoOAOEPKKY yepesd MHTEPHET M N0 3NEKTPOHHONW NouTte
Investigate Console - 0OCTYN K aHanNUTUKe yrpos

no BCEM AOMeHaM, IP-agpecam u xelw-cymmam annos [TakeT NprodpeTaeTCs OTAENbHO
C NOMOLLbK BEHG-KOHCOMM

[Ina kavkgoro naeHtcbmkaropa SSID, Toukm
AOCTYNa, rPYNbl TOUEK AOCTYNa W rpynmbl
nonbaoearenen (6e3 Active Directory)

TonbKO ANS KOO BHYTPEHHEN CETU
(6e3 Active Directory)

Cwm. BapMaHTbl /15 BCeX NakeToB

APl-mHTepdeic Investigate - pobasneHwe rnobanbHOro
KOHTEKCTa K NOKanbHBIM COBLITUAM (YnpaeneHue [lakeT nprobpeTasTcs OTASNBHO
COBBITUAMM U OAHHBIMW HE30MACHOCTH)
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