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Cisco Umbrella

3alnTa, KoTopas 3KOHOMUT BPeEMS
1 YBENMNUMBAET MPUOLINDL NMOCTABLUMKOB
VIPaBNAEMbIX YCyT

Cisco Umbrella gns nocTaBLUMKOB yNpaBnseMbixX YCyr -

9TO ObnavHaa nnatopma 0becneyeHmns 6e30nacHOCTH,
KOTOpast CNYXUT NepBOW NUHUEN 0OOPOHbBI OT MHTEPHET-YIPO3
HE3aBMCUMMO OT MECTOHAXOXOEHUS MOMNb30BATENEN.

Co3aaHHoEe C yUYETOM OCOBEHHOCTEN PabOoThl MOCTABLUMKOB YNPABNSEMbIX YCAYT, PELLEHWe

Cisco Umbrella nos3gonsgeT nm ahheKkTMBHO 3aLmMLLIaTb OPraHn3aLmMn KNMEHTOB M YNPaBsTb UMK

B rpynnax, a He no oTaenbHoCcTU. Kpome Toro, Umbrella yckopseT pearnpoBaHne Ha yrpossl
BpenoHocHoro MO 6narogapst roToBHIM CLeHapuaM passepTbisaHnd RMM (yaaneHHsn MOHUTOPUHT
W ynpasnenue) n nHterpaumm PSA (aBTomMaTtaauma npodeccroHanbHbIxX yenyr). B To e Bpemsa
Umbrella oTo6paxaeT NonHyto MHopMaLmo 06 MCMOMb30BaHMM CETU Ha OHOM 3KpaHe BMeCTe

C HarnagHBIMK OTUYETaMK NS MPUHATUA PELLEHWIA.

Umbrella 3awimuiaeT o1 yrpo3, KOTOpble HE OOHAPYXKMBAKOT
AHTUBMPYCHbBIE MPOrPaMMbl M MEXXCETEBBIE 3KPaHbI

Bale Bpemsa 6ecleHHo. Umbrella no3BonsaeT nerko 1 66ICTPO 06HapyxmBaTh TpadmK 60THETOB,
ONOKMPOBKM, KOTOPBIE YCTaHaBIMBAOT BPEAOHOCHBIE MPOrpaMMbl, U 6AI0KMPOBKK DUNbTRaLMK
KOHTEHTa B CETU KNMeHTa. PelleHne ob6ecneumBaeT NpoakTUBHOE NMPUMEHEHME MOMUTIK,

a Takxke ObICTPBIM AOCTYM KO BCEW BalLEen KNMEHTCKOW 6a3e 1 ee MOMHYIO NMPO3PaYHOCTb.

CokpalyeHue atak BpegoHocHoro MO Ha 80% - 3KOHOMUSI BDEMEHU U CPEeACTB
BOMbLMHCTBO MOCTABLLUMKOB YMPaBSeMbIX YCYr OTMEUAIOT CHIDKEHWE YaCTOThl 3apaXKeEHNs! BPEOO-
HocHbIM 1O Ha 80% nocne passepToiBaHWa Umbrella. 970 noBbILLAET peHTabenbHOCTL KOMMaHWIA,
MOCKOMBbKY MM HY)KHO TRATUTb MEHbLIE BPEMEHM HA BOCCTAHOBMNEHME 33PaXKEHHbBIX YCTPOWCTB.

MpocTenwuin B pa3sepTbiBaHUU NPOAYKT ANisl o6ecneueHUs 6e30nacHOCTHU
PageepTbiBaHme Cisco Umbrella TpebyeT MUHUMYM YCUMWI, TaK UYTO Bbl CMOXETE 06€CNeUnTb
3aLUNTY BALLMX KIMMEHTOB 3@ CUMTaHHbIE MUHYTbI. TUMWMYHBIE SKCMyaTaUMOHHBIE CMOXHOCTH
ONs 3TOM MOLLUHOM 1 9PMEKTMBHOM CUCTEMBI HE30MACHOCTM COBEPLUEHHO HE XapaKTepHbI.

MpocTasn, oTKpbITas, aBTOMaTM3MpoBaHHan U 3acpdeKTuBHaA cucrtema 6e30nNacHOCTU
Cisco Umbrella BbISIBNSIET 1 6NMOKMPYET Yrpo3bl B PpEXMME peanbHOro BpeMern 6rnarogaps
rnobanbHOMY 0630pYy MHTEPHET-TPadMKa: exeaHEBHO Mbl 0bpabaTbiBaem cabille 80 mMapa
DNS-3anpocoB 0T 60nee uem 65 MH akTUBHbBIX MOMb30BaTENEN.

| — )
YnpasneHue cTano npoLle

MNpoakTUBHOE 0becneueHmne [nobanbHbI 0630p

Be30MacHoCTH PagBepTbiBaHVEe 3a CUMTaHHbIE

MUHYTHI. Petuennem Umbrella nerxko
yNPaBnaTb 6narofapsa uHTerpaumm
PSA, roToBbIM CLIEHAPWAM
pa3BepTbiBaHMa RMM
N LIEHTPaNM30BaHHbIM LLIABNoHaM
MONUTUK.

Co3zpaHne NONHOM KapTUHbBI
MHTEPHET-TPadmKa peanbHOro
BPEMEHM [11151 YCTPOMCTB BHYTPM

CETW 1 B POYMUHTE
1 POPMMPOBaHME OTUETOB
no 6e30MacHoOCTH,
MCMOMb30BaHWIO, COOTBETCTBUO
HOPMaTMBHBEIM TPEGOBAHMAM
1 06NaYHBEIM CEPBUCAM.

[MpoakTMBHOE MPUMEHEHNE
NONUTKK AN NPEeaoTBPALLIEHMS
[OOCTyrMa Nnonb3oBaTenem
K BPEOOHOCHBLIM BEO-CanTaMm,
6e3 YCTaHOBKM 060PYO0BaHWS
n obcnymBaHna 0.
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Halumm cTaHgapTam».

Mon Pexoscku (Paul Rehovsky)
Menemxep no UT-ycnyram,
rpynna Komnanmm Loffler
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M/TH aKTUBHbIX MITH BPEAOHOCHbIX ‘~.‘-‘ 6onee 80 mnpg 12 000 .IA\‘ [Monb3oBaTenu
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6 ! ; nonb3oBaTenemn 8 O 3anpocoB, 6oKM- 15.?;4 DNS-3anpocos IEI KOPNopaTUBHBIX I‘v’. 13 bonee uem
exXegHeBHO PYEMbBIX EXXEAHEBHO “ exeOHeBHO KNMEHTOB 160 cTpaH

Pewerne Umbrella co3gaHo ans noCTaBLUMKOB YIpaBisgeMblX YCiyr

Mol cospanu Umbrella BMecTe ¢ HalwmMmn NapTHEPaMK, MOCTaBLUMKaMM yIPaBAsSEMbIX YCAYT, UTOOL 06ECNeUnTb 3aLLUUTY
KOPNOPaTUBHOIO YPOBHSI B COOTBETCTBMM C YHUKANbHBIMM MOTPEOHOCTAMU MX BU3HECA. DTO HE MPOCTO OUEPEAHON NOTPEOUTENBCKMIA
NPOAYKT, NEPEUMEHOBAHHbBIA 0711 MOCTABLIMKOB ynpaensembix ycnyr. Umbrella nomoraet Bam adhhekTMBHO yNpaBnsiTb Ballen
KNMEHTCKON 62301 U BECTW €€ MOHUTOPUHT. Takme NperMyLLeCTBa, Kak eXXeMeCsUHOE BEICTaBNEHNE CUETOB M BOSMOXXHOCTb
[06aBNeHnss CO6CTBEHHON (OMPMEHHOM CUMBOMMKMK, YNYULLIAKOT BOCNPUATME BalLero 6peHaa KMeHTamu.

KOHCOMb € BalmMm 6peHaom FoToBble cueHapuu pa3BepTbiBaHuss RMM

‘B : 5 Pa3BepTbiBaHUE 3aHWMAET BCErO HECKOMbKO
JRAWTOTOTMN B MoskeTe 006aBUTb Ha KoHconb Umbrella ceoit

fOroTUM, UTOBH NOCETUTENM BUAENM (DUPMEHHYIO MAHYT Bnaronapsa Hauvm cleHapuam RMM
’ . P Y ons Labtech, Continuum, N-Able, Kaseya
CUMBONWMKY BaLLIE KOMMaHWH.

n AVG Level Platforms.

MakeT pecypcoB asis Nnoaaep)XKu NapTHepPoB
370 Habop COBMECTHOIO KOHTEHTA, C MOMOLLIbIO

00— E)xemecsiuHOe BbICTaBfIEHUE CUETOB

Mbi MOHUMaEM, UTO Bbl B3MMaeTe NaTy C KNMeHTOB KOTOPOTO Bbl MOXETE 60Mee ybeanTensHo
$ EXEMECAUHO, U B LIENsX YMPOLLEHWS COrMacoBani HaLwl LK/ ! UBNOXWUTb CBOUM KNMEHTaM NpenMyLLecTBa
BLICTABNEHWA CUETOB C BaLLMM. 3aLLUMTHl U MOBLICUTb LIEHHOCTb BaLLMX
yrpaBnaeMbx yYCyr.
Unterpauus PSA e~

Umbrella unterpupyetca ¢ ConnectWise 1 Autotask, no3sonsas HemeaneHHo 6roK1poBaThb C “'Y +w,
0bpaTHbIE BbI30BL HOTHETOB M aBTOMATUUECKM CO3OaBaTb 3aaBKY MpY 0OHaPYXKEHMUM onnec iIse
60THETA. TakMMm 06Pa3oM, MHXKEHEP NOCTAaBLLMKA YNPABASAEMbIX YCAYr MOXET ONpeaenuTb, X
Ha KakOM YCTPOMCTBE HY>XHO BOCCTaHOBWTL 3aBOACKME HACTPOMKM. \A(ItOtaSK

[TpenmyllecTsa Umbrella ong nocTaBLUMKOB yripaBiseMblx YCnyr

v v v
MpuMeHeHne NoNMTUK 6e30nacHOCTM AreHTbl Ha OKOHEUHbIX NHTerpaums
Ha OCHOBE MPOrHo3a YCTPOMCTBAX Active Directory (AD)

v v v

MHOrononb3oBaTeNbCcKast KOHCOMb LleHTpanM3oBaHHOE CO3gaHne NHTerpaumsa PSA
OTUETOB

v v v

OunbTpaumsa KOHTEHTA LleHTpanM3oBaHHOE [MpUMeHeHne NoNNTMK
ynpaBneHne HacTPOMKaMm Ha ypoBHSAX DNS u IP
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