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Cisco Umbrella

PaHbLLE 1 KOMMBIOTEPLI, U BU3HEC-TIPUMOXKEHNSA, N KDUTUUECKM BaxKHasA MHDPaCTPYKTypa - Bce
HaxoaMMCh 3a MEXCETEBBIM 3KpaHOM. CerofHs Bce 60nblLe NMPOLECCOB MPOUCXOOUT BHE BHYTPEHHEN
ceTu opraHnzaumn. Ctano 60nble Nonb3oBaTeNen B pOyMUHre. bonbLue KOpnopaTUBHBIX HOYTOYKOB,
NOOKNKUAOLLMXCA K IHTEPHETY M3 ApYyrnx ceTel. bonblue 0bnauHbiX NPUNOXEHWI, ANa padoThl

C KOTOPbIMM MOMb30BATENAM He TPebyeTCst AOCTYMN K KOPriopaTuBHOM ceTu. M 6onblue ounmanos,
NOOKMKUEHHBIX K IHTEPHETY HanpaMyto.

[No nporHosam Gartner, K 2021 rogy 25% KOpnopaTMBHOMO Tpadmka CPeaHECTAaTUCTUUECKOM KOMMaHUN
OyOeT nepenaBaThes B 06x04 nepumMeTpa ceTu. Korga nonb30BaTerb HAaxoOMTCA BHE KOPropaTUBHOM
CEeTW, OH CTaHOBUTCH Honee yA3BUMbIM, M BOSMOXKHOCTW OpraH13aLim No KOHTPOSKO 1 3alLWTbl OT Yrpo3
cHmxkaroTes. OaHOM NKLLb 3aLLWTLI MEpUMETPa Ternepb HedoCTaTouHO. bpelun B cucTeme 6830mMacHoOCTM
OTKPbLIBAOT AOCTYN BpedoHocHoMy 110, nporpammam-BuiMoratensam U ApyriM yrpo3am.

[NepBas NMHMA 0OOPOHDI

3alMeHHbIn nHTepHeT-Wwntod Cisco Umbrella cny>knt nepBon nMHMER 060POHEI OT MHTEPHET-YIPO3
HE3aBMCMMO OT MECTOHaxXOXAEHMs Nonb3oBaTenen. Umbrella obecneunBaeT NOMNHYKO NPO3PaYHOCTb
OEeNCTBUI B VIHTEpHETE BCEX NONb30BATENEN Ha BCEX YCTPOMCTBAX B NOHGOM TOUKE M 6NOKMPYET
Yrpo3bl eLle A0 TOro, Kak OHX MPOHUKHYT B CETb MM Ha OKOHeuHble ycTporcTea. Umbrella - 310
OTKpbITas 06navuHas NnaTopMa, KOTopas Nerko MHTErpPUPYETCS C CYLLIECTBYIOLLMM CTEKOM PELLIEHWI
6€30MacHOCTU U NPEeOOCTaBNSET aKTyarnbHY aHaNMUTUKY TEKYLLMX 1 HOBBIX YOS,

AHanuanpys WabnoHbl HTepHeT-Tpaduka, Umbrella aBTomMaTnueckn BuiSBNAET MHADPACTPYKTYPY
3M0YMbILLNEHHNKOB, MOArOTOBNEHHYIO A1 aTaK, 1 3apaHee 6MoKMPYET 3anpochl K BPeOOHOCHBIM y3nam
[0 YCTaHOBMNEHUA COoeanHEHWs. [1pW 3TOM HUKAKMX OOMOMHUTENBHBIX 3a0ePXKEK B CETU HE BOSHMKAET.

Umbrella ocTaHaBnMBaeT OULLMHIOBLIE aTakK 1 3apaykeHune BpedoHOCHEIM 10 Ha paHHUX CcTagumsx,
ObICTPO 0OHAPYXKMBAET Y)KE 3aparKeHHble YCTPONCTBA 1 NPeaoTBPaLLaeT yTeUKy OdaHHbIX.

besonacHOCTb, KOTOpas 06ecneumBaeTcs 13 caMmoro VIHTepHeTa

Cuctema fgomeHHbix nmeH (DNS) - 6a30BbI KOMMIOHEHT MHTEpHETa, CONoCTaBNAoLMIA JOMEHHbIE
nmeHa ¢ IP-agpecamu. Korga nonb3oBaTtenb NepexoamT no ccoinke wnu seoanT URL-agpec,
DNS-3anpoc nHMumnmMpyeT nogxkntoueHme yeTponcTea K MHTepHeTy. Umbrella ncnonbayet DNS

B KQUeCTBe OfHOIr0 13 rMaBHbIX MEXAHW3MOB AN nepefaum Tpamka Ha Hally 06nayHyo
nnaTtopmy, a Takxke Ons NPUMEHEHNS NONUTUK 6E€30MaCHOCTH.

Monyuns DNS-3anpoc, Umbrella oLueHrBaeT ero Ha 0CHOBE AaHHbIX aHaNUTUKK Kak 6€30MacHbIi,
BPEOOHOCHbIM WM COMPSXKEHHbIR C PUCKOM (KOorda JOMEH COQEPXUT 1 BPEOOHOCHbIN, 1 NErUTUMHbBIN
KOHTEHT). BesonacHble 3anpochl NepenaloTcs Kak 06bIUHO, BPEOOHOCHLIE BIOKMPYIOTCS,

a CONMPSYKEHHBIE C PUCKOM MEePEHanpPaBnatoTCa Ha HaLl 0O6NaUHbIM NPOKCU-CEepPBEP AN YrNyoOneHHOro
aHanuaa. MNpokcu-cepsep Umbrella ncnonbayeT ganHHble Cisco Talos o penyTaumm Be6-pecypcoB

1 Opyrme CTOpoHHME kaHanbl gna nposepkn URL-agpeca. C NOMOLLbO aHTUBUPYCHBIX CUCTEM

n pewenuna Cisco ang 3aLmThl OT CIOXHOro BpeaoHocHoro MO (AMP) HaLL NpoKCU-CepBep Takxke
aHanua3npyeT hannbl, KOTOPLIE NOMb30BATENM MNLITANUCH 3arpy3nTb C COMHUTENbHBIX BEO-CaNTOB.

[o pesynbTataM aHanmaa NoaKMtoUeHne paspeLlaeTCs Un BIoKMPYETCS.
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VaHaTb VeugeTs

MOHHMTOPKHI [

3abnokuposaTtb

KPATKWHA OB30P

MpenmyiecTsa

CHWXeHue 3aTpar

Ha BOCCTAHOBJIeHUe

U yuep6a B pesynbrare
HapyleHUs1 6e30NacHOCTH.
Tak kak Cisco Umbrella -

3TO NepBas NMHWSA 0OOPOHHI,
COKpPALL@eTCsa UMCNO 3apaXkeHuin
BPEOOHOCHBIM [10, TPebyHoLLIMX
YCTPaHeHMs, 1 yrpossl yaaeTca
HEeMTPanM30BaTb OO TOro, Kak
OHW HaHeCyT yLepod.

VckopeHue o6HapyXxeHus
U COepP)XXUBAHKUA YIPo3.
Cisco Umbrella 6nokumpyet
0BpPaTHBIE BbI3OBLI KOMAHAHbLIX
CEepPBEPOB Yepes MOoM NoPT
1 NPOTOKON M NPedoCTaBnseT
OTYETHI 06 3TUX OENCTBMSAX

B PEXMME PEArbHOMO BPEMEHM.

VnyulweHne MOHUTOPUHIra
UHTEepHeT-TpaduKa asis Bcex
nosib3oBaTersien B NIl060M TOuke.
Cisco Umbrella o6ecneunsaeT
MOHWTOPWHI, CTOMb HEOOXOANMMbIN
N5 ONepaTMBHOIO PearmpoBaHms
Ha MHUMOEHTHI, 1 OaeT
YBEPEHHOCTb B MOMHOM

KOHTPONE Hag O6CTaHOBKOW.

BbisBneHue o6sauHbIx
NMPUWI0)X€HUN, UCNOJb3YEeMbIX
B KOMMaHUM.

Cisco Umbrella no3BonaeT KOHTpO-
MPOBATb Pa3PELIEHHBIE N HEPA3-
PeLLEHHbIE 0bMayHbIe CEPBUCHI,
MCNONb3yeEMbIE Ha NPEANPUATAM:
MOXXHO MOHATb, Kakmne HOBble
CEPBUCHI 1 KEM MCMOMb3YIOTCA,

a TaKKe CBA3aHHbLIM C 3TUM
NoTEHUManbHbIM PUCK.

© Komnanus Cisco u/unu ee gouepHue komnarun, 2017. Bce npasa 3almileHb.




AHanuTKKa, No3BONALLas 6ﬂOKl/IpOBaTb aTakh 0o X Ha4darna

[no6anbHas ceTb Umbrella, Ha 0CHOBE KOTOPOM MOCTPOEHa Halla Cny»6a pekypCrBHBIX
DNS-3anpocoB, exxegHeBHO obpabaThiBaeT MUAIMapaspl MHTEPHET-3anpoCcoB OT MUMIMMOHOB
nonb3oBaTener no Bcemy Mupy. Mol aHanmnamMpyem 3ToT OrpOMHbBIA 06 bEM AaHHBIX, UTOObI
BbISIBUTb LIAGMOHbBI M 06HAPYXKNTb MHAPPACTPYKTYPY 3MOYMbILLNIEHHUKOB.

Bce gaHHble 06 MHTepHeT-TpaduKe, NONYyUYEeHHbIE Yepes Hally rMobanbHYO CETb, B PEXMME
peanbHOro BpeMeHW NepenatoTcs B rpaddoByo 6a3y AaHHBIX M 3aTEM HEMPEPLIBHO MPOMYCKatoTCA
yepes MOAenM Ha OCHOBE CTAaTUCTUUECKMX METOAOB M MALLMHHOIO 06yYeHus. 3Ty MHAOPMaLIMIO
TaKXKe MNOCTOSHHO M3YYatoT aHanUTUKKM No 6e3onacHocTn Umbrella, pononHas ee cBeageHNaMM
oT rpynnbl Cisco Talos. YcnelHo coueTas onblT HalMX CNEUManiMCTOB C MALLUMHHBIM 06yUYeHMEM,
Mbl BHISIBNAEM BpPeoHOCHbIe canThl (Homensl, IP-agpeca wnu URL-agpeca) no Bcemy VHTepHeTy.

COBMECTUMOCTb C APYIMMU PELLUEHUAMM

Umbrella nHTErpupyeTes ¢ CyLLIECTBYOLLMM CTEKOM PELLIEHMIA BE30MAaCHOCTH, BKKOUasa YCTPOMCTBA
3aLLUMTBI, aHanUTUUECKMe NNaTdopMbl 1 BPOKEPLl 6E30MaCHOro AOCTyMNa K 06MauHOM MHPPACTPYKTYpE
(CASB, Cloud Access Security Broker). Umbrella MoxeT nepenasaTh AaHHbIE SKypHarNos

06 MHTEPHET-TPaMKE B CUCTEMBI YNPABMNEHUA COBBITUAMM 1 JaHHBIMKU 6e30nacHoCTH (SIEM)

NN CUCTEMbI YNPAaBNEHNS XKypHanamu. Kcnonbays Hal API-nHTepdENC, MOXKHO 3anporpaMmmMmmpoBaThb
OTNPaBKy BPedOHOCHLIX AOMeHOB B Umbrella ona 6nokmpoBaHWA. OTO MO3BOMSET YCUNUTL MMEKOLLIMECS
cpencTBa obecneyeHns 6e30MacHOCTU M NErKO PacLUMPUTE KOMIMIEKCHYIO 3aLLMTY.

pBSBeDTbIBaHl/Ie BO BCEMN OopraHn3aun 3a CYNTaHHBbIE MNHYTDI

Umbrella - cambit 66ICTPBIM 1 NPOCTOM CNOCO6 0HecneunTb 6e30MacHOCTb BCEX MOMb30BaTENEN

3@ CUMTAHHBIE MUHYTBI. TaK Kak 3TO 0BnauHOEe PeLLEHNE, HE HYXXHO YCTaHaBMMBaTb HMKaKoe 060pyaoBaHMe
M BPYYHYKO OBHOBNSATL MPOrPaMMHOE obecneueHne. Bbl MOXETE ObICTPO MHULIMANM3MPOBaTL BCE
YCTPOMCTBA BHYTPM CETU, BKOUAS NMUHBIE YCTPOMCTBA COTPYOHMKOB M YCTPOWCTBA VIHTEPHETA BELLEN,

1 MCMONb30BaTb CyLlecTytoLme peLueHns Cisco — AnyConnect, MapLLpyTU3aTopbl C MHTEMPMPOBAHHBIMM
cepsmcamm (ISR) cepum 4000 1 KOHTPOMNEPH GECTPOBOAHBIX NOKaNbHbIX ceTein moaenen 5520 n 8540 -
NS 0NepaTmBHOW NOArOTOBKM ThiCAY YCTPOMCTB, MOKMOGOLLMX CETb, 1 HOYTOYKOB B POYMUHIE.

[MTocnenyoLline 0encTems

YTobbl 06CyanTh, Kak petlermne Cisco Umbrella moMoxeT 3almmnTb Bally MOOUIBbHYHO, MOAKIFOUEHHYHO
K 0BraKky OpraHM3aLmio OT CrOXHbBIX Yrpo3, 06paTUTECH K TOPrOBOMY MPEACTaBUTENIO WV MapTHEPY
Cisco. [Ins nonyyeHmst 0ONONHUTENBHOM MHAYOPMaLMKM NOCETUTE Hall Beb-canT umbrella.cisco.com.
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